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Summary From loose-loose to win-win

• Consent: An act of trust, not given by blackmail
– From Security OR Service - the illusion of Autonomy 

– To Security AND Service - default control & autonomy

• Security: Stakeholder Empowerment & dependability
– From upfront Identification – risk, fraud & distrust escalation

– To virtualisation, Empowerment and National Id 2.0 - Security, 
Innovation & Democracy

• RFID: User control by default-NOT for Auto Person Id
– Transfer of Control by default (no back doors/trusted parties)

– Transaction non-linkability “should” be default Post-Sales

– AUTONOMY to consent by action & act ”irrational”
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Distrust

More identification

Collection of
Personal Data

More 
”Security”

Growing 
”Risk Premium”

More ”ab”use
of personal data

More Crime
Identity Theft

More and larger
Security Failures

Pervasive surveillance
Abuse of surveillance

“Criminals can do everything
government can do”

Business
Silos
Id as

Property

Biometric Id & Surveillance
Spoofable, non-revokable

Id Theft & Reverse burden of proof

Trust destruction
Risk accumulation

“Race to the bottom”

Root problem
Identification
create risk !

The Security Death Spiral
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Ambient security ?

”Trusted
”

Person
”Secure Chip”/
Shipment Id

Challenge

Response

1.

Biometric
Verification

Triggering 
User not involved

Tracking
No log security

Id Theft 
Foreign reader

Targeting
Reusing Id 

Log

PKI

2. Challenge

3. Response4.

Mafia Fraud Attack
Relay Attack

5.

Ambient security ?No automated Identification  !
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Virtualisation – key to innovation
& making National Id trustworthy 

Anonymity Identification

Risk
Crime/fraud

National Id 2.0
Building identities on Identification

Contextual Id

Commerce
Government

Semantic Security
Channel Control
Fallback security

Mutual revokability

Risk
Crime/fraud

Focus on  Value-creating
Services & activities.

Enforce customer control
for demand-driven markets
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Application Device RFIDReader

Context security in RFID

 Each RFID can hold multiple keys for dynamic access control
 Can dynamically change keys, identifiers, mode and TRANSFER CONTROL
 Latest at Point of Sales, the RFID has to go into PRIVACY MODE
 In Silent Modes RFID remain silent until authenticated by the owner
 Application dev. and RFID can communicate without leaking identifier
 RFID still holds a key to validate product authenticity with user accept
 User can make keys & data for special purposes – recycling, one-time etc

Shared Secret
Last successful

In secure modes
Silent until auth

Datestamp as nonce : DT 
One-time-pad shield : RK XOR Hash (DT XOR SS)
Validation : Hash (RK XOR SS)

Response : Hash (RK XOR SS XOR DT)

Application
Shared Secret

In mass production
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Simple consumer  scenario

Owner 
search 

for glasses Transaction non-linkable Authentication 
”Where are my glasses?”

Validates
Transaction Non-linkable  

Answer
”Here I am!” 

(and I am still the original)

OK

Not OK

NO ReplyOther similar usage
- Personal Property management
- Delegation to e.g. Washing machines
- Anti-theft, 
- Libraries, Dangerous goods shipment
Etc.
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Securing RFID in Passports

(User control of activation & passport revocation)

User Device 1st Gen
On-card biometrics

“Zero-knowledge” protocol
RFID Owner key + Data Decryption key

Border Control
Passport

RFID with Zeroleak™
Encrypted data segment4. Request Data

3. Session decryption key
(to public key)

2. Activate + temporary
session decryption key

1. Establish Context
Present Public key
Request Authentication 

5. Re-encrypted Data

Transfer to other devices
Future Passport=Nat. ID 2.0
Context Management

Other similar usage
- Anonymous home medication
- Context specific id
Etc.

Model is resistant to physical inspection 
  - key NOT in the RFID tag
RFID revocable when stolen or lost
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Healthcare Emergency / disaster 

Stepwise RFID-based one-time-only Identification

Unconscious 
user

RFID with Zeroleak™

Medic / Ambulance
Anywhere in the world

One-time-Only 
Service

Domestic connection 
to 

Healthcare files

Local Hospital

2. Encrypted Query
3.One-time-only
    Data-ref + auth 
    Decryption key 

1. Request help 

4. Request  Profile

5. Establish connection 
    to home & relatives

7. Establish connection / ID

6. Emergency profile (anonymous)
8. In transport 

treatment

Balance by Design
Other similar usage
- Lost & Found
- Recycling
- Tickets
Etc.
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Summary - Control by default

• Consent: An act of trust, not given by blackmail
– From Security OR Service - the illusion of Autonomy 

– To Security AND Service - default control & autonomy

• Security: Stakeholder Empowerment
– From upfront Identification – risk, fraud & distrust escalation

– To virtualisation, Empowerment and National Id 2.0 - Security, 
Innovation & Democracy

• RFID: User control by default-NOT for Auto Person Id

– Transfer of Control by default (no back doors/trusted parties)

– Transaction non-linkability “should” be default Post-Sales

– AUTONOMY to consent by action & act ”irrational”

• Don´t regulate or standardise without room for innovation


